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Awareness Through Information Sharing

Incidents/Articles of Note:

e Cyberattack on L.A. schools shows bolder action needed to stop ransomware

¢ CISA Reminds Online Shoppers to Stay Vigilant to Cyber Threats This
Holiday Season

* Where is AWS in the cybersecurity conversation?

¢ What's next in cybersecurity

e How to address healthcare's unique cybersecurity challenges

e DOD Releases Path to Cyber Security Through Zero Trust Architecture

e Cybersecurity Consolidation Continues, Even as Valuations Stall North

e Carolina College Hit By Black Basta Ransomware Crew

e The FIFA World Cup is Naturally Being Leveraged by Criminals

¢ Social Media Company Breach Larger Then Originally Reported Christmas

e Hacking Networks With Small Drones - No Longer Fiction
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https://venturebeat.com/security/cyberattack-on-l-a-schools-shows-bolder-action-needed-to-stop-ransomware/
https://www.cisa.gov/news/2022/11/23/cisa-reminds-online-shoppers-stay-vigilant-cyber-threats-holiday-season
https://www.cybersecuritydive.com/news/aws-cybersecurity-cloud-market/637467/
https://www.technologyreview.com/2022/11/28/1063703/whats-next-in-cybersecurity/
https://www.healthcaredive.com/news/healthcares-unique-cybersecurity-challenges-syed-kaptan-threatquotient/636994/
https://www.defense.gov/News/News-Stories/Article/Article/3229211/dod-releases-path-to-cyber-security-through-zero-trust-architecture/
https://www.darkreading.com/attacks-breaches/cybersecurity-consolidation-continues-valuations-stall
https://therecord.media/north-carolina-college-confirms-ransomware-group-stole-sensitive-data/?web_view=true
https://www.helpnetsecurity.com/2022/11/29/fifa-world-cup-themed-cyberattacks/?web_view=true
https://www.securityweek.com/twitter-data-breach-bigger-initially-reported?&web_view=true
https://www.theregister.com/2022/10/12/drone-roof-attack/
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Resource | darkcubed.com

50+ Cybersecurity
Resources

Cybersecurity isn’'t easy. Dark Cubed’s
cybersecurity resources page provides
links to dozens of 100% free resources
you can use for your own business or
for your customers. These include
training resources, policy resources,
guides, videos, and free tools

View Virginia Fusion
Center Homepage

Click Here

=

Summit | CyberRisk
Tuesday, Dec 6, 2022 12:00-2:00 PM EST

CyberRisk Summit 2022
**Virtual & Free**

Get ready for the next Vulcan Cyber
user conference with two hours
dedicated to cyber risk and vulnerability
lifecycle management. Attend keynotes
and sessions as we bring together the
leading minds in security and recap the
cyber risk landscape in 2022.

Observe Suspicious
Activity?

Report Online

Not a VFC Shield Member?


https://darkcubed.com/cybersecurity-resources
https://hopin.com/events/cyberrisk-summit-december-2022/registration?utm_source=Google&utm_campaign=adwords&kw=cyber%20security%20conferences%202022&cpn=17331634556&utm_term=cyber%20security%20conferences%202022&utm_campaign=AS_GS_VC_CyberRiskSummit&utm_source=adwords&utm_medium=ppc&hsa_acc=1849602450&hsa_cam=17331634556&hsa_grp=135435245405&hsa_ad=626916985386&hsa_src=g&hsa_tgt=kwd-1411164546120&hsa_kw=cyber%20security%20conferences%202022&hsa_mt=e&hsa_net=adwords&hsa_ver=3&gclid=Cj0KCQiAm5ycBhCXARIsAPldzoUCMGsr5DTJ-cvj0lLYb7Tx06NGbwxf9D6qlOm5Fqbk2-rqLtSr2f0aAj_4EALw_wcB
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Virginia Shield Coalition

"Awareness Through Information Sharing"

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike Email Coordinator All Products
N. Chesterfield, VA 23235

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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